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GENERAL INSTRUCTIONS 

1. Purpose: The purpose of this guide is to provide all activities, government 
and industrial, with uniform guidance and instructions concerning the security 
classification of information generated under eubject program or project. ' 

2- Authority : This guide is issued under the provisions of Par. 2, Sect. 4 of the 
Information Security Program Regulation (DoD 5200. 1-R). This guide constitutes 
authority and is to be cited as the basis for classification, regrading or declas6- 
- rT -~* f .z- zi information produced under subject Program or Project. 

3. Office of Primary Responsibility (OPR ): This gu\de is issued by and all inquiries 
concerning content and interpretation should be addressed to: 

\ 

r 

Director 

Defense Advanced Research Projects Agency 

ATTN: Technical Information Office - (202) 694 5919 

1400 Wttson Blvd. 

Arlington, VA 22209 

4. Classification Recommendations: If the security classifications contained in 
this guide impose requirements that are impractical; or if current conditions, 
changes or progress attained in this effort, scientific or technological changes 

in the state of the art, or any other contributory factors indicate a need for changes 
in this guide, completely documented and justified recommendations should be 
made through appropriate channels to the OPR, Pending final decision thereon, 
the items of information involved shall be considered and protected at the higher 
of the current classifications or the recommended changes. For recommended 
upgradings use a classification marked "Tentative. " All users of this guide are 
encouraged to assist in improving and maintaining the currency and adequacy of 
this guide. Significant advsnces in technology and the state of the art which offer 
possibilities of an increased national defense advantage should be classified 
tentatively SECRET, and so marked, pending referral and determination by the OPR< 

5. Application, Reproduction and Dissemination : Authority is granted to reproduce 
or make extracts of applicable portions of this guide for specific participants in 
this effort. Copies of separate guides issued to operating activities in application 
of this guide shall be forwarded to the OPR. The fact that certain details of in- 
formation are shown to be unclassified does cot allow automatic public release. 

' Proposed public releases of unclassified information relating to this effort shall 
be processed through appropriate channels for approval prior to release. 

6. Classified By Line : Documents containing information determined to be 
classified under the provisions of this guide will cit,e this guide as the classif- 
ication authority in the classified by line in all cases. 



1.. Identification 

The Defense Advanced Research Projects Agency, Strategic Technology 
Office (DARPA/STO) Surveillance Program denotes the DARPA/STO sponsored 
efforts directed toward research, .development, and evaluation of technology, 
techniques, and demonstration equipment for performing broad area search 
and detection of military targets fey means of their military character- 
istics. Included are studies, background measurements, target measurements, 
and advanced sensor development. The overall DARPA/STO Surveillance 
Program is composed of several program elements defined by the type of 
aiiXLary target and the surveillance sensor platform. The program elements 
and their unclassified definitions are: 



Program Element 
A. TEAL AMBER 



Unclassified Definition 

A program for the detection of satellites 
using ground-based electro-optical 
sensors. 



3. TEAL RUBY (except TEAL 
RUBY Experiment) 

C. TEAL JADE 



A program for the detection of air 
vehicles. 

A program for detection of missiles. 



D. High Altitude, Large Optics An advanced technology program for 
(HALO) detection of strategic vehicles. 



TEAL GARNET 



A program for the detection of surface 
sea vehicles. 



F. TEAL ONYX 



A program for the detection of theater 
air and surface vehicles. 



This guide applies to the above defined Program Elements and to any 
information relating to the overall DARPA/STO Surveillance Program. Any 
reference which reveals the military potential of these programs or their 
actual levels of performance requires SECRET classification. 



Administrative Data 



Clas sif ica tion 



Comments 



Ac Funding 
B. Schedule 

(1) Component Technology 

(2) Sensor Development 

(3) Proof-of-Concept Demo 



U 

C 
C 
C 



Hay be higher depending on 
application. Special Pro- 
gram Element peculiar 
guidance vill be Issued if 
not Confidential. 



Classification 



Comments 



3. Studies 



A. Study results which reveal 
the military potential of . . / 
the techniques being de- 
veloped in the DARPA/STO 
Surveillance Programs • 

B. Studies which associate par- 
ticular detection techniques 
with the overall program on 

a particular program element. 



XGDS 
Cat. 3 



XGDS 

Cat. 3 

Indication of generic 

techniques, such as infrared 

or radar is unclassified. 



C. Detailed description of 
system and system components 
revealing expected system 
performance against various 
targets. 

D. Performance requirements, capa- 
bilities, and limitations. 

E. Vulnerability to counter-" 
measures. 



XGDS 
Cat. 3 

Parameters for classifica- 
tion are listed in Section 
4. 

XGDS 
Cat. 3 

XGDS 
Cat. 3 



4. Sensors 



Au Present state-of-the-art- " 1 
of DARPA/STO Surveillance 
Program related components 
and sensors « 

B«. Any description revealing 
any of the following sensor 
or sensor component -para- 
meters 



XGDS " 
Cat. 3 



XGDS 
Cat. 3 



(1) Sensitivity 

(2) Materials 

(3) Details of detector 
device structure such 
as: 

(a) concentrations or 
compositions 

(b) detector thickness 

(c) architecture 
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Classification 



Comments 



(4) Number of detectors per 
sensor 

(5) Nature of spectral 
filters such as: 

(a) center frequency 
or wavelength 
and resolution 

(b) rejection ratio 

(c) agility 

(6) On-board signal 
processing stream 

(7) Operating temperatures 
of any components 

(8) Wavefront and figure 
sensors 

(a) type 

(b) accuracy 

(9) Details of adaptive 
optics and active"' 
structures 

(10) FOV, IFOV, effective 
aperture, blur circle 
size 



(ID SET. P de£ , p FA 



C« Detector arrays, special 
signal processing devices 
and adaptive spectral 
filters. 

D, External or internal view; 
visual or photographic 



U 



XGDS 
Cat. 3 



If parameters in 4(B) are 
not revealed- 

XGDS 
Cat, 3 

If parameters in 4(B) are 
revealed . 
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Classification 



Comments 



5. Phenomenology 

A. Instrumentation 



B. Test Plan 



C. Rav, unreduced data when 
not associated with for- 
mat key or other classi- 
fied parameters. 



U 



D. Reduced Data 



E. Analyzed data of measure- S 
ments, modeling, or 

scaling. 

F. "Laboratory, field, and/or S 
field test measurements 

which identify targets (e.g., 
aircraft, mission, surface) , 
and backgrounds and include 
parameters such as wave- 
lengths, resolution, and 
spatial and temporal struc- 
ture. 

G. All technical reports and 
documents classified XGDS under 
this guide will become declassified 
on 31 December 2007. 



If commercially available", 
technology is usea. 

XGDS 

Cat. 3 

If DARPA/STO Surveillance 

Program Sensor Technology 

is used. 

XGDS 

Cat. 3 

Only if military potential 

of the program can be 

inferred. 

If a data link is not 
involved or the sensor 
cannot be interrogated. 



XGDS 
Cat. 3 
Otherwise. 

XGDS 
Cat. 3 

XGDS 
Cat. 3 



XGDS 
Cat, 3 
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